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(57) ABSTRACT

A license install support method includes receiving input of a
first license identifier used for receiving license data, the
license data being used by an electronic device for determin-
ing whether activation of a program is allowable; sending, to
a license source determining device connected via a network,
anacquisition request specifying the first license identifier for
acquiring issuing source information including issuing
source identification information of the license data; receiv-
ing the issuing source information returned from the license
source determining device; and using a license install pro-
cessing unit to acquire the license data corresponding to the
first license identifier from a license management device rel-
evant to the issuing source information included among plural
license management devices connected via the network, and
to send the license data to the electronic device.

10 Claims, 13 Drawing Sheets
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LICENSE INSTALL SUPPORT SYSTEM,
LICENSE INSTALL SUPPORT METHOD

CROSS-REFERENCES TO RELATED
APPLICATIONS

This application is a continuation application of and is
claiming benefit of priority under 35 U.S.C. 120 to the patent
application Ser. No. 13/821,694 filed on Mar. 8, 2013, which
has effectively entered under 35 U.S.C. 371 (c) the national
stage from the PCT Application No. PCT/JP2011/070912
filed on Sep. 7, 2011, which claims the benefit of priorities of
Japanese Patent Application No. 2010-208582 filed on Sep.
16, 2010 with the Japan Patent Office, where the entire con-
tents of all applications which are incorporated herein by
reference.

TECHNICAL FIELD

The present invention relates to a license install support
system and a license install support method, and more par-
ticularly to a license install support system and a license
install support method for supporting the process of installing
a program in an electronic device.

BACKGROUND ART

Inrecentyears, there have been image forming apparatuses
referred to as multifunction peripherals in which applications
can be installed after shipment. If a license for using such an
application can be provided in accordance with the user’s
usage format, separately from the entity of the application,
the following advantages can be achieved. That is, not only is
it convenient for the user, the vendor who sells the application
can expect increased business opportunities.

However, in a user environment using multiple image
forming apparatuses, it is considerably troublesome to install
licenses in the respective image forming apparatuses. Thus,
patent document 1 discloses a technology for collectively
installing a license of an application in plural image forming
apparatuses.

In patent document 1, it is assumed that the issuing source
of the license is a single source or a common source. Thus,
inventors of the present invention have considered establish-
ing a flexible system, in which licenses may be issued by
different sources according to the applications. If licenses
may be issued by different sources according to the applica-
tions, the issuing source of a license may be easily changed,
starting from a model of the image forming apparatus of a
certain time point.

However, it is highly likely that the procedure for acquiring
a license may differ according to the issuing source of the
license. For example, it is highly likely that the communica-
tion protocols are different, or the parameters required for
acquiring the licenses may be different.

Accordingly, a client program may be required according
to the license issuing source. Thus, the user who is acquiring
licenses of applications needs to use different client programs
depending on the issuing sources of the licenses. This is quite
a burden on the user, which may have adverse effects on sales
promotions of applications.

Patent Document 1: Japanese Laid-Open Patent Publica-
tion No. 2008-243179

DISCLOSURE OF INVENTION

The present invention has been made in view of the above-
described problems, and it is an object of at least one embodi-
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ment of the present invention to provide a license install
support system and a license install support method, which
are capable of appropriately mitigating the workload of
installing licenses, even when there are plural license issuing
sources.

An aspect of the present invention provides a license install
support system including a license install support device; and
a license source determining device, wherein the license
install support device includes a receiving unit configured to
receive input of a first license identifier used for receiving
license data, the license data being used by an electronic
device for determining whether activation of a program is
allowable, an issuing source information acquiring unit con-
figured to send, to the license source determining device
connected via a network, an acquisition request specifying
the first license identifier for acquiring issuing source infor-
mation including issuing source identification information of
the license data, and to receive the issuing source information
returned from the license source determining device, and a
license install processing unit configured to acquire the
license data corresponding to the first license identifier from
a license management device relevant to the issuing source
information included among plural license management
devices connected via the network, and to send the license
datato the electronic device, wherein the license source deter-
mining device includes an issuing source information storing
unit configured to store association information indicating
association between the first license identifier and the issuing
source information, and an issuing source information pro-
viding unit configured to acquire, with the use of the issuing
source information storing unit, the issuing source informa-
tion corresponding to the first license identifier specified in
the acquisition request in response to receiving the acquisi-
tion request from the issuing source information acquiring
unit, and to return the issuing source information.

An aspect of the present invention provides a license install
support method including receiving input of a first license
identifier used for receiving license data, the license data
being used by an electronic device for determining whether
activation of a program is allowable; sending, to a license
source determining device connected via a network, an acqui-
sition request specifying the first license identifier for acquir-
ing issuing source information including issuing source iden-
tification information of the license data; receiving the issuing
source information returned from the license source deter-
mining device; and using a license install processing unit to
acquire the license data corresponding to the first license
identifier from a license management device relevant to the
issuing source information included among plural license
management devices connected via the network, and to send
the license data to the electronic device.

An aspect of the present invention provides a non-transi-
tory computer-readable storage medium with an executable
license install support program stored therein, wherein the
license install support program instructs a processor of a
computer to execute receiving input of a first license identifier
used for receiving license data, the license data being used by
an electronic device for determining whether activation of a
program is allowable; sending, to a license source determin-
ing device connected via a network, an acquisition request
specifying the first license identifier for acquiring issuing
source information including issuing source identification
information of the license data; receiving the issuing source
information returned from the license source determining
device; and using a license install processing unit to acquire
the license data corresponding to the first license identifier
from a license management device relevant to the issuing
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source information included among plural license manage-
ment devices connected via the network, and to send the
license data to the electronic device.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 illustrates a system configuration example of a
license install support system according to a first embodi-
ment;

FIG. 2 illustrates an example of a hardware configuration
of a device management apparatus according to an embodi-
ment of the present invention;

FIG. 3 illustrates an example of a function configuration of
the license install support system according to the first
embodiment;

FIG. 4 is a sequence diagram for describing an example of
processing procedures for installing a license according to the
first embodiment;

FIG. 5 illustrates a configuration example of an issuing
source information storing unit;

FIG. 6 illustrates a configuration example of a selection
information storage unit;

FIG. 7 illustrates a system configuration example of a
license install support system according to a second embodi-
ment;

FIG. 8 illustrates an example of a function configuration of
the license install support system according to the second
embodiment;

FIG. 9 is a sequence diagram for describing an example of
processing procedures for installing a license according to the
second embodiment;

FIG. 10 illustrates a configuration example of a depen-
dency relationship management table;

FIG. 11 illustrates a configuration example of a license file;

FIG. 12 illustrates a configuration example of a license
management table;

FIG. 13 illustrates a configuration example of an install
information management table; and

FIG. 14 is a flowchart for describing processing procedures
of'a process of generating a license file performed by a license
management unit.

BEST MODE FOR CARRYING OUT THE
INVENTION

Embodiments of the present invention are described below
with reference to the accompanying drawings. FIG. 1 illus-
trates a system configuration example of a license install
support system according to a first embodiment. In a license
install support system 1 shown in FIG. 1, a user environment
E1 is a system environment of the user of image forming
apparatuses 20. For example, the user environment E1 is the
company or office corresponding to the user of the image
forming apparatuses 20.

In the user environment E1, one or more image forming
apparatuses 20 and a device management apparatus 10 are
interconnected via a network 30 (wired or wireless) such as a
LAN (Local Area Network). The image forming apparatuses
20 are multifunction peripherals for implementing plural
functions such as printing, scanning, copying, and fax trans-
mission/reception in a single body, which is an example of an
electronic device. The image forming apparatuses 20 can
expand the functions according to need, by adding or updat-
ing program components (hereinafter, simply referred to as
“components”).

The device management apparatus 10 is a computer such as
a PC (Personal Computer), which collectively acquires and
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4

installs components that operate in the image forming appa-
ratuses 20 in the user environment E1 as well as licenses
(usage rights) of the components. In the present embodiment,
the device management apparatus 10 is an example of a
license install support device. There may be plural user envi-
ronments E1 according to the number of users (users in units
of companies or offices).

The device management apparatus 10 is connected to
license management servers S0A, 50B, and 50C, and a license
source determining device 80, via a network 70 such as a
LAN (Local Area Network) or the Internet.

The license management servers 50A, 50B, and 50C (here-
inafter, collectively referred to as the “license management
server 50” when no distinctions are made) are computers
functioning as issuing sources of licenses for components
purchased by the user. In FIG. 1, there are three license
management servers 50; however the number of license man-
agement servers 50 may be two or four or more. The plural
license management servers 50 are not provided for the pur-
pose of distributing the processing load. Rather, the respec-
tive license management servers 50 are provided for imple-
menting different methods of managing licenses (license
management method). A license management method is a
concept for specitying the format of data (referred to as a
license file below) indicating a license. Furthermore, alicense
management method also specifies the data format of the
license identifier that is required for issuing a license.

A license identifier is data for identifying a license that is
distributed to a user who purchased the license of a compo-
nent. A license identifier is issued each time a license is
purchased. Therefore, even when there are two licenses that
correspond to the same component and that have the same
license contents, the license identifiers of these two licenses
are different. The respective license management servers 50
manage license contents and usage statuses of licenses (is-
sued or not issued), in association with license identifiers.
Accordingly, the usage of components beyond the scope of
the purchased license is appropriately limited. In the follow-
ing, a license identifier is referred to as a “product key”, as a
matter of convenience. The operation of distributing a prod-
uct key when a license is purchased, and the operation of
managing the license contents and the usage status of licenses
in association with product keys are common to all license
issuing sources (license management servers 50). However,
the format of the product key may differ according to the
license management server 50.

The respective license management servers 50 may be
administered by the same administration entity or by different
administration entities.

The license source determining device 80 is a computer for
determining which license management server 50 is the issu-
ing source of the license corresponding to a product key
specified in an inquiry asking the license issuing source, in
response to receiving the inquiry transmitted from the device
management apparatus 10.

FIG. 2 illustrates an example of a hardware configuration
of the device management apparatus 10 according to an
embodiment of the present invention. As shown in FIG. 2, the
device management apparatus 10 includes a drive device 100,
a secondary storage device 102, a memory device 103, a CPU
104, an interface device 105, a display device 106, and an
input device 107, which are interconnected by a bus B.

A program for implementing a process performed by the
device management apparatus 10 is provided by a recording
medium 101 such as a CD-ROM. When the recording
medium 101 recording the program is set in the drive device
100, the program is installed in the secondary storage device
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102 from the recording medium 101 via the drive device 100.
However, the program need not be installed from the record-
ing medium 101; the program may be downloaded from
another computer via the network. The secondary storage
device 102 stores the installed programs as well as necessary
files and data.

The memory device 103 reads a program from the second-
ary storage device 102 and stores the program, when an
instruction to activate the program is given. The CPU 104
implements functions relevant to the device management
apparatus 10, in accordance with the program stored in the
memory device 103. The interface device 105 is used as an
interface for connecting to a network. The display device 106
is for displaying a GUI (Graphical User Interface) according
to the program. The input device 107 is configured with a
keyboard and a mouse, and is used for inputting various
operation instructions.

The respective license management servers 50 and the
license source determining device 80 may have the same
hardware configuration as that of FIG. 2. However, the
respective license management servers 50 and the license
source determining device 80 may not include the display
device 106 and the input device 107.

FIG. 3 illustrates an example of a function configuration of
the license install support system 1 according to the first
embodiment. As shown in FIG. 3, the device management
apparatus 10 includes a common processing unit 11, a license
install processing unit 12A, a license install processing unit
12B, and a license install processing unit 12C (hereinafter,
collectively referred to as the “license install processing unit
12 when no distinctions are made). These units are imple-
mented when a program installed in the device management
apparatus 10 causes the CPU 104 to execute a process.

The common processing unit 11 executes necessary pro-
cesses that are common to all license issuing sources. As
shown in FIG. 3, the common processing unit 11 includes a
request receiving unit 111, a device information acquiring
unit 112, an issuing source information acquiring unit 113, a
selecting unit 114, and a selection information storage unit
115.

The request receiving unit 111 receives a request to install
a license in the image forming apparatus 20. In the request to
install the license, a product key and the image forming appa-
ratus 20 that is the install destination are specified. The device
information acquiring unit 112 acquires device information
from the image forming apparatus 20. The device information
includes model information indicating the model of the image
forming apparatus 20 and information relevant to compo-
nents installed in the image forming apparatus 20. The issuing
source information acquiring unit 113 acquires, from the
license source determining device 80, information relevant to
the issuing source of the license corresponding to the product
key input by the user (hereinafter, “issuing source informa-
tion”). The selecting unit 114 selects the license install pro-
cessing unit 12 corresponding to the issuing source informa-
tion, and instructs the selected license install processing unit
12 to execute a process. The selection information storage
unit 115 stores information used by the selecting unit 114 for
determining the license install processing unit 12 correspond-
ing to the issuing source information, with the use of the
secondary storage device 102, for example. More specifi-
cally, the selection information storage unit 115 stores asso-
ciation information indicating the association between the
issuing source information and the license install processing
unit 12.

Each license install processing unit 12 executes a process
of'acquiring a license from the license management server 50
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to which the license install processing unit 12 corresponds, in
response to an instruction from the selecting unit 114. Fur-
thermore, the license install processing unit 12 executes a
process of installing a license in the image forming appara-
tuses 20 that is specified as the license install destination.

In the present embodiment, the respective license install
processing units 12 correspond to the license management
servers 50 having the same alphabetical letter (A, B, or C)
accompanying their reference numerals. One license install
processing unit 12 is provided for each license management
server 50, because the license management servers 50 per-
form different processing procedures by different communi-
cation protocols to acquire licenses. Furthermore, the pro-
cessing procedures and communication protocols for
installing licenses in the image forming apparatus 20 may
differ depending on the license management server 50 by
which the license is issued. In the present embodiment, a file
for storing data in which a license is embodied (license data)
is referred to as a license file.

The license source determining device 80 includes an issu-
ing source information providing unit 81 and an issuing
source information storing unit 82. When a request to acquire
issuing source information transmitted by the issuing source
information acquiring unit 113 is received, the issuing source
information providing unit 81 returns issuing source infor-
mation relevant to a product key specified in the acquiring
request. The issuing source information storing unit 82 stores
association information indicating the association between
the product key and the issuing source information.

The image forming apparatuses 20 may perform different
license management methods according to the type of model.
Therefore, the respective image forming apparatuses 20
receive requests to install license files from the device man-
agement apparatus 10, by processing procedures and com-
munication protocols in accordance with license manage-
ment methods corresponding to themselves. Furthermore, the
respective image forming apparatuses 20 determine whether
to allow components to be activated in themselves based on
the license files, by processing procedures in accordance with
license management methods corresponding to themselves.

In the following, a description is given of processing pro-
cedures of the license install support system 1 according to
the first embodiment. FIG. 4 is a sequence diagram for
describing an example of processing procedures for installing
a license according to the first embodiment. In FIG. 4, it is
assumed that the user of the image forming apparatus 20 has
purchased a license of a component and has obtained the
product key relevant to the license. However, it is assumed
that the license file relevant to the license has not yet been
installed in the image forming apparatus 20.

The request receiving unit 111 of the device management
apparatus 10 receives, from the user, input of an instruction to
start installing the license via an initial screen image dis-
played on the display device 106 (step S101). Next, the
request receiving unit 111 causes the display device 106 to
display a device selection screen image including a list of the
image forming apparatuses 20, and prompts the user to select
the image forming apparatus 20 that is to be the install desti-
nation of the license file (step S102). The user may select
plural image forming apparatuses 20 in the device selection
screen image. The device selection screen image displays the
image forming apparatuses 20 whose IP addresses and host
names are stored in the secondary storage device 102 in
advance. Alternatively, the request receiving unit 111 may
issue a broadcast in the network 30 to automatically search for
the image forming apparatuses 20 that are connected to the
network 30, and cause the host names of the image forming
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apparatuses 20 found as a result of the search to be displayed
in the device selection screen image.

Next, the device information acquiring unit 112 sends a
request to acquire device information to the respective image
forming apparatuses 20 that have been selected in the device
selection screen image (step S103). The image forming appa-
ratuses 20 that have received the request to acquire device
information return device information including list informa-
tion of components installed in themselves as well as the
machine number and model information of themselves (step
S104). The machine number is identification information for
identifying the machines corresponding to the respective
image forming apparatuses 20. A unique machine number
may be given to each of the machines corresponding to the
respective image forming apparatuses 20. Furthermore, the
list information of components is, for example, a list of iden-
tifiers of components (hereinafter, “component 1Ds”).

Next, the request receiving unit 111 causes the display
device 106 to display a product key input screen image, and
receives user input of a product key via the product key input
screen image (step S105).

Next, the issuing source information acquiring unit 113
specifies the input product key and the model information
included in the device information acquired at step S104, and
sends a request to acquire issuing source information to the
license source determining device 80 (step S106). That is to
say, the issuing source information acquiring unit 113 asks
the license source determining device 80 about the appropri-
ate license issuing source of the license file relevant to the
product key (i.e., the location from where the license file is to
be acquired), when the image forming apparatus 20 relevant
to the model indicated by the model information is to be the
install destination.

Next, the issuing source information providing unit 81 of
the license source determining device 80 searches for the
issuing source information corresponding to the product key
and the model information, in the issuing source information
storing unit 82 (step S107).

FIG. 5 illustrates a configuration example of the issuing
source information storing unit 82. As shown in FIG. 5, the
issuing source information storing unit 82 stores issuing
source information (an issuing-source-use productkey and an
issuing source URL) for each of the combinations of the input
product keys and model information.

The input product key and model information are cross-
checked with the product key and model information speci-
fied in the request to acquire issuing source information. The
model information is included in the information used for
identifying the issuing source information, for the purpose of
addressing a case where the issuing source of the license is
different according to the model, even for the same product
key. Therefore, when such a case does not apply to the system
environment, the model information may be excluded.

The issuing-source-use product key is the product key that
manages a license at the issuing source of the license corre-
sponding to the combination of the input product key and the
model information. For example, the license management
servers 50 may have different number systems for product
keys. Furthermore, the issuing source of a license of a com-
ponent may be different according to the model of the image
forming apparatus 20 that is the install destination of the
license (usage destination), even for the same component.
Meanwhile, there are cases where a license relevant to a
product key that is already issued in the market, is not used in
any of the models of the image forming apparatus 20 (none of
the models have received the issuance of the license). That is
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to say, there are cases where the process of FIG. 4 has not been
executed on such a product key.

In such a situation, when a product key that is already
issued in the market is input by the user, but the issuing source
of the license corresponding to this product key is a license
management server 50 that cannot interpret (does not man-
age) this product key, the following problem arises. That is,
this license management server 50 cannot issue a license
corresponding to the input product key. This means that the
user cannot use a license based on the product key that has
been purchased. For this reason, an issuing-source-use prod-
uct key corresponding to the issuing source of the license is
stored in association with a product key (input product key)
that is likely to be already issued in the market.

When the license management server 50 is capable of
interpreting the product key that is already issued in the
market, the same value as that of the input product key is
registered in the issuing-source-use product key. Examples
are the records in the first, fourth, and seventh lines in FIG. 5.

The issuing source URL is a URL (Uniform Resource
Locator) of the license management server 50 that is the
issuing source of the license. The issuing source URL is an
example of issuing source identification information in the
present embodiment. The issuing source identification infor-
mation does not necessarily need to be a URL. The issuing
source identification information may be any kind of infor-
mation as long as the license management server 50 can be
identified according to the communication protocol used by
the license management server 50 that is the issuing source of
the license.

In step S107, the issuing source information storing unit 82
searches for a record including an input product key and
model information that match the product key and model
information specified in the request to acquire issuing source
information.

Next, the issuing source information providing unit 81
acquires, from the issuing source information storing unit 82,
the issuing-source-use product key and the issuing source
URL of'the record found as a result of the search (step S108).
Next, the issuing source information providing unit 81
returns, to the device management apparatus 10, the issuing
source information including the issuing-source-use product
key and the issuing source URL (step S109).

Next, the selecting unit 114 selects the license install pro-
cessing unit 12 to which the process ofinstalling the license is
to be delegated, based on the received issuing source URL
and the selection information storage unit 115 (step S110).

FIG. 6 illustrates a configuration example of the selection
information storage unit 115. In FIG. 6, the selection infor-
mation storage unit 115 stores association information indi-
cating the association between the issuing source URLs (i.e.,
the identification information of the issuing sources of the
licenses) and the license install processing units 12. That is to
say, the selection information storage unit 115 stores identi-
fication information of the license install processing unit 12
for each issuing source URL. For example, the identification
information of the license install processing unit 12 is a pro-
gram file name of a program for causing the device manage-
ment apparatus 10 to function as the license install processing
unit 12. In consideration of increases and decreases in the
number of license issuing sources, such a program is prefer-
ably a program that can be dynamically linked (for example,
DLL (Dynamic Link Library)). Accordingly, when the num-
ber of license management servers 50 increases, it is possible
to add a program relevant to the license install processing unit
12 corresponding to the new license management server 50,
without changing the source code of existing parts.
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In step S110, the selecting unit 114 selects the license
install processing unit 12 associated with the received issuing
source URL, and instructs the selected license install process-
ing unit 12 to execute a process upon specifying the device
information, the issuing source URL, and the issuing-source-
use product key.

Next, the license install processing unit 12 that is instructed
to execute a process executes the process of installing the
license in the image forming apparatus 20 by performing
processing procedures installed in itself (i.e., processing pro-
cedures relevant to the license managing method correspond-
ing to itself).

For example, when the license install processing unit 12A
is selected, the license install processing unit 12A specifies
the issuing-source-use product key, and sends a request to use
the license to the license management server 50A (step S121).
The license management server 50A generates a license file
indicating the license relevant to the product key, and returns
the license file (step S122). The license install processing unit
12A sends the returned license file to the image forming
apparatus 20 (step S123). Accordingly, the user can use a
component that is licensed by the license relevant to the
license file in the image forming apparatus 20, within the
scope (for example, a time frame) of the license.

For example, when the license install processing unit 12B
is selected, the license install processing unit 12B specifies
the issuing-source-use product key, and sends a request to use
the license to the license management server 50B (step S131).
The license management server 50B generates a license file
indicating the license relevant to the product key, and returns
the license file (step S132). The license install processing unit
12B sends the returned license file to the image forming
apparatus 20 (step S133). Accordingly, the user can use a
component that is licensed by the license relevant to the
license file in the image forming apparatus 20, within the
scope (for example, a time frame) of the license.

As a matter of convenience, FIG. 4 does not show the
process when the license install processing unit 12C is
selected. When the license install processing unit 12C is
selected, the same steps as those of steps S121 through S123
or steps S131 through S133 are to be performed with the use
of the license management server 50C.

As described above, according to the first embodiment, the
issuing source of the license is automatically determined
based on the product key input by the user, and the license file
is acquired from the issuing source. Thus, the user does not
need to consider the issuing source of the license. Specifi-
cally, there is no need to use different applications on the
client side depending on the issuing source of the license.
Therefore, according to the first embodiment, even when
there are plural issuing sources of licenses, the workload of
installing licenses can be appropriately mitigated.

The device management apparatus 10 may have the func-
tions of the license source determining device 80. Specifi-
cally, the device management apparatus 10 may include the
issuing source information providing unit 81 and the issuing
source information storing unit 82.

Incidentally, the processing procedures executed by the
respective license install processing units 12 are not neces-
sarily the same. The steps S121 through S123 and steps S131
through S133 indicated in FIG. 4 are merely brief summaries
of the processing procedures. That is to say, the respective
steps indicate the basic flows of information or data imple-
mented by the processes performed by the corresponding
license install processing units 12. Thus, only abstract
descriptions are given above with regard to steps S121
through S123 and steps S131 through S133. As an example,
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the following describes a specific embodiment of a license
management method performed by the license management
server S0A.

FIG. 7 illustrates a system configuration of a license install
support system according to a second embodiment. In FIG. 7,
elements corresponding to those in FIG. 1 are denoted by the
same reference numerals and are not further described.

InFIG. 7, acomponent management server 60 is connected
to the network 70. The component management server 60 is a
computer for managing the entity of a component whose
license is managed by the license management server S0A. In
the second embodiment, when a license is installed in the
image forming apparatus 20, the license install processing
unit 12A downloads a component from the component man-
agement server 60 and installs the component in the image
forming apparatus 20. For this reason, in the second embodi-
ment, the component management server 60 corresponding to
the license management server 50A is provided.

In FIG. 7, the license management server 50B and the
license management server S0C are not shown as a matter of
convenience.

FIG. 8 illustrates an example of a function configuration of
the license install support system 1 according to the second
embodiment. In FIG. 8, elements corresponding to those in
FIG. 3 are denoted by the same reference numerals and are not
further described.

As shown in FIG. 8, the image forming apparatus 20
includes a request processing unit 21, a license check unit 22,
and an install information management table 23. In response
to a request from the device management apparatus 10, the
request processing unit 21 transmits device information and
installs a component and a license file 90.

The license file 90 is a license file issued by the license
management server 50A. The license check unit 22 deter-
mines whether a component is allowed to be used in the image
forming apparatus 20, based on the license file 90. The install
information management table 23 is a table for managing
information relevant to components installed in the image
forming apparatus 20, etc., and is stored in a storage device of
the image forming apparatus 20.

The license management server S0A includes a license
management unit 51 and a license management table 52. The
license management unit 51 issues a license relevant to a
components (i.e., generates a file of a license). The license
management table 52 is a table for recording the usage status
of'a license of a component, and is stored in a storage device
of the license management server S0A.

The component management server 60 includes a validity
verification unit 61, a component management unit 62, a
dependency relationship management table 63, and a compo-
nent storage unit 64.

The validity verification unit 61 refers to the dependency
relationship management table 63 to determine whether the
dependency relationship relevant to the component that is the
install target is satisfied by a component that is already
installed in the image forming apparatus 20 that is the install
destination. Specifically, the validity verification unit 61
determines whether a component that is dependent upon by
the component that is the install target, is already installed in
the image forming apparatus 20.

The component management unit 62 manages the entity
(for example, a file) of a component recorded in the compo-
nent storage unit 64. For example, in response to receiving a
request to download a component, the component manage-
ment unit 62 acquires the component from the component
storage unit 64, and returns the acquired component to the
request source.
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The dependency relationship management table 63 is a
table recording information indicating the dependency rela-
tionship between components, and is stored in a storage unit
of the component management server 60. The component
storage unit 64 is a storage area for storing an entity of a
component in association with a component ID, in the storage
device of the component management server 60.

In the device management apparatus 10, detailed elements
relevant to the license install processing unit 12A are shown.
In FIG. 8, the license install processing unit 12A includes a
validity confirmation unit 121, a component acquiring unit
122, a license acquiring unit 123, and an install control unit
124.

The validity confirmation unit 121 causes the component
management server 60 to verify the validity of installing a
component that is the install target in the image forming
apparatus 20 that is the install destination.

The component acquiring unit 122 downloads (acquires)
the component that is the install target from the component
management server 60. The license acquiring unit 123
acquires the license file 90 relevant to the component that is
the install target, from the license management server 50A.
The install control unit 124 sends the component and the
license file 90 to the image forming apparatus 20.

In the following, a description is given of processing pro-
cedures performed by the license install support system 1
according to the second embodiment. In the second embodi-
ment, details are given of the processing procedures corre-
sponding to steps S121 through S123 which are described in
a simplified manner in FIG. 4 (i.e., processing procedures
executed by the license install processing unit 12A after step
S110). Steps S101 through S110 illustrated in FIG. 4 are
executed in the second embodiment also, but are not further
described.

FIG. 9 is a sequence diagram for describing an example of
processing procedures for installing a license according to the
second embodiment.

Step S201 is a loop process executed for each image form-
ing apparatus 20 from which device information has been
acquired (for each image forming apparatuses 20 selected in
the device selection screen image). The image forming appa-
ratus 20 that is the processing target of the loop process is
hereinafter referred to as a “current device”.

In step S201-1, the validity confirmation unit 121 sends a
request to verify the validity to the component management
server 60. The request includes the component ID of the
component relevant to the license that is the install target
(hereinafter, “current component”) and the device informa-
tion of the current device. In this example, the “validity”
means the validity of installing the current component in the
current device. The validity verification unit 61 of the com-
ponent management server 60 refers to the dependency rela-
tionship management table 63 to verify the validity, in
response to receiving the validity verification request.

FIG. 10 illustrates a configuration example of the depen-
dency relationship management table 63. As shown in FIG.
10, the dependency relationship management table 63 has
information registered for each component. The information
includes a component ID of the corresponding component
and a component ID of a component upon which the corre-
sponding component depends (the dependency destination of
the corresponding component, hereinafter, also referred to as
a “dependency destination component”). Plural component
IDs of dependency destination components may be regis-
tered. In FIG. 10, “0” indicates that there is no dependency
destination component.
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In the process of verifying the validity, the validity verifi-
cation unit 61 identifies the dependency destination compo-
nent of the current component based on the component ID of
the current component and the dependency relationship man-
agement table 63. When there is a dependency destination
component, the validity verification unit 61 determines
whether the component ID of the dependency destination
component is included in the device information. When com-
ponent IDs of all dependency destination components are
included in the device information, the validity verification
unit 61 determines that the verification result is valid. When
there is at least one dependency destination component that is
not included in the device information (hereinafter, “unre-
solved component™), the validity verification unit 61 deter-
mines that the verification result is invalid. There may be
plural dependency destination components for a single com-
ponent. Furthermore, the process of searching for the depen-
dency relationship is performed recursively.

Next, the validity verification unit 61 returns the result of
verifying validity to the validity confirmation unit 121 (step
S201-2). When the validity verification unit 61 has deter-
mined that the install process is invalid, the verification result
includes the component ID of the unresolved component.

Next, the component acquiring unit 122 specifies the com-
ponent ID of the current component, and sends a download
request to the component management server 60 (step S201-
3). The component management unit 62 of the component
management server 60 acquires a component corresponding
to the specified component ID from the component storage
unit 64, and returns the acquired component to the component
acquiring unit 122 (step S201-4). Furthermore, when a veri-
fication result indicating invalid is received at step S201-2, the
unresolved component is also downloaded.

Next, the license acquiring unit 123 specifies the product
key (issuing-source-use product key) acquired at step S109 of
FIG. 4, the component ID of the current component, and the
machine number of the current device, and sends a request to
use a license (a request to acquire the license file 90) to the
license management server 50A (step S201-5).

The license management unit 51 of the license manage-
ment server S0A generates the license file 90 based on the
information included in the request to use the license as well
as the license management table 52, and returns the generated
license file 90 to the license acquiring unit 123 (step S201-6).

FIG. 11 illustrates a configuration example of the license
file 90. As shown in FIG. 11, the license file 90 includes a
component 1D, a machine number, and an expiration date.
The component ID in the license file 90 is the component ID
of the component for which a license is granted (usage is
allowed) by the license file 90. The machine number in the
license file 90 is the machine number of the image forming
apparatus 20 in which usage of the component relevant to the
component ID is allowed by the license file 90. The expiration
date is the expiration date of the license file 90, i.e., the
expiration date of the license that is granted by the license file
90.

The component ID relevant to the product key included in
the request to use the license is registered as the component
ID in the license file 90. The machine number included in the
request to use the license is registered as the machine number
in the license file 90. A date (for example, year, month, and
date) obtained by adding, to the present time point, the effec-
tive period registered in the license management table 52 for
the product key and component ID included in the license
usage request, is registered as the expiration date in the
license file 90.
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FIG. 12 illustrates a configuration example of the license
management table 52. As shown in FIG. 12, the license man-
agement table 52 includes, for each license issued for a com-
ponent, a management number, a product key, a component
1D, a machine number, a status, a license format, a license
effective period, a license expiration date, and a license issue
date.

Among these items, the management number, the product
key, the component 1D, the status, the license format, and the
license effective period are recorded in the license manage-
ment table 52 when the license is purchased. Specifically, the
component 1D, the license format, and the license effective
period are specified by the user when the license is purchased.

A license format is information indicating whether a
license of a component is an unlimited license, a time-limited
license, or a trial license. An unlimited license is a license that
can be used indefinitely after being purchased. A time-limited
license is a license that is effective (that can be used) only
within a predetermined period. A trial license is a license to be
used as a trial. The license effective period is the period during
which the license is effective. This attribute is effective when
the license format is a time-limited license or a trial license.

Meanwhile, the machine number, the license expiration
date, and the license issue date are recorded when the license
is issued (i.e., when the license file 90 is issued). Furthermore,
when the license is issued, the value of the status is updated.

The management number is an identifier (number) that is
assigned to each record when a record is generated in the
license management table 52. The product key and the com-
ponent ID are as described above.

As to the machine number, every time a license file 90 is
issued, the machine number of the image forming apparatus
20 specified as the device in which the component is to be
used, is registered. The status is information indicating the
usage status of a license. In the present embodiment, the
usage statuses of a license are “no license”, “check out”, and
“check in”. Check out is a status where the license is being
used. Check in is a status where the license is released (i.e.,
the license is available to be used). The license expiration date
of'alicense (license file 90) is calculated based on the license
effective period, when the license file 90 is issued. The license
issue date is the date when a license (license file 90) is issued,
which is registered when the license file 90 is issued.

In FIG. 12, the records of management numbers 1 through
3 have the same product key and component ID. This indi-
cates that the article of the product key “KEY001” is relevant
to a volume license corresponding to three licenses. A volume
license is for allowing a single component to be used in plural
image forming apparatuses 20, corresponding to the number
of image forming apparatuses 20 specified in the volume
license.

The license acquiring unit 123 executes step S201-5 when
the operation of acquiring (downloading) a component per-
formed by the component acquiring unit 122 is successful.
That is, when the component is not successfully acquired, the
license acquiring unit 123 does not acquire the license file 90.
When a component cannot be acquired, the component can-
not be installed. If the license file 90 corresponding to such a
component is acquired, usage of a license is started for a
component that is not actually used. This is disadvantageous
for the user.

Next, when an unresolved component is acquired at step
S201-4, the install control unit 124 sends the unresolved
component to the current device, and requests the current
deviceto install the unresolved component (step S201-7). The
request processing unit 21 of the current device installs the
unresolved component, and records information relevant to
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the unresolved component (component ID, etc.) in the install
information management table 23.

FIG. 13 illustrates a configuration example of the install
information management table 23. As shown in FIG. 13, the
install information management table 23 has a component ID,
a version, an activation flag, and a license expiration date
registered for each of the components installed in the image
forming apparatus 20.

The version is the version of the component. The activation
flag indicates whether the component is activated. Activated
means that the license has been installed and the component
can be used. The license expiration date is the expiration date
of a license (license file 90) that has been installed for the
component.

Next, the install control unit 124 inquires the current device
about the install result of the unresolved component (step
S201-8). The inquiry (polling) is repeated until the install
process is completed at the current device and an install
completion result is returned.

The unresolved component is installed first, in order to
avoid a situation where a failure is caused when installing a
component because the dependency destination component
of'the component is not yet installed.

Next, the install control unit 124 sends, to the current
device, the component (current component) acquired at step
S201-4 and the license file 90 acquired in step S204-6, and
requests the current device to install and activate the compo-
nent (step S201-9). The request processing unit 21 of the
current device installs the component and records the infor-
mation of the component (component ID, etc.) in the install
information management table 23. Furthermore, the request
processing unit 21 records the license file 90 in a predeter-
mined storage area.

Next, the install control unit 124 inquires the current device
about the install result of the component (step S201-10). The
inquiry (polling) is repeated until the install process is com-
pleted at the current device and an install completion result is
returned.

Next, a description is given of details of the process
executed by the license management unit 51 of the license
management server 50A, in response to the request to use the
license of step S201-5 in FIG. 9.

FIG. 14 is a flowchart for describing processing procedures
of'the process of generating a license file 90 performed by the
license management unit 51. In FIG. 14, a single product key
is the processing target. Therefore, when plural product keys
are received, steps S302 and onward are executed for each of
the product keys.

In step S301 (step S201-5 of FIG. 9), the license manage-
ment unit 51 receives, from the install control unit 124, a
license usage request including a product key, a component
ID, and a machine number. Then, the license management
unit 51 determines whether usage of the license relevant to the
product key is allowed. Specifically, the license management
unit 51 confirms whether the received product key is regis-
tered in the license management table 52 (step S302). When
the product key is registered (YES in step S302), the license
management unit 51 confirms whether the same machine
number as the received machine number is registered in the
license management table 52 for the product key (step S303).
When the same machine number is not registered (NO in step
S303), the license management unit 51 confirms whether the
license management table 52 has a record in which the status
is “check in”, among the records relevant to the product key
and the received component ID (step S304). When there is a
corresponding record (YES in step S304), the license man-
agement unit 51 records the received machine number in the
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record, and changes the status of the record to “check out”
(step S306). That is to say, it is recorded that the license
corresponding to the product key is being used. Furthermore,
when a license effective period is recorded in the record (i.e.,
when the record corresponds to a time-limited license), the
license management unit 51 records, in the record, a date
obtained by adding the license effective period to the present
date, as the license expiration date.

Next, the license management unit 51 generates the license
file 90 (see FIG. 11) including the component ID, the machine
number, and the expiration date in the record (step S307). The
license file 90 is generated for each record in the license
management table 52, i.e., for each license corresponding to
a component. Next, the license management unit 51 returns
the generated license file 90 to the install control unit 124 of
the device management apparatus 10 (step S308).

Meanwhile, when there is a record in which the same
machine number as the received machine number is recorded
for the product key (YES in step S303), the license manage-
ment unit 51 confirms whether the status of the record is
“check in” (step S305). When the status is “check in” (YES in
step S305), steps S306 and onward are executed.

When the license management table 52 does not have a
record relevant to the product key (NO in step S302), or when
the license management table 52 does not have a record
whose status is “check in” among the records relevant to the
product key and the received component ID (NO in step
S304), or when the record in which the same machine number
as the received machine number is registered for the product
key is indicating a status other than “check in” (NO in step
S305), the license management unit 51 determines that an
error is detected and does not generate the license file 90, i.e.,
does not issue a license.

In the image forming apparatus 20, the license file 90 is
used for the license check performed by the license check unit
22 that is executed when the installed component is activated.
That is to say, the license check unit 22 allows the component
to be activated when the following conditions are satisfied.
Specifically, the conditions are that there is a license file 90
corresponding to a component to which the component that is
the activation target belongs, the machine number indicated
in the license file 90 is the same as the machine number of the
image forming apparatus 20 in which the component is to be
activated, and the expiration date of the license file 90 has not
yet passed. Otherwise, the license check unit 22 does not
allow the component to be activated.

The second embodiment indicates an example of process-
ing procedures based on the license management method
performed by the license management server S0A. Therefore,
when another license management server 50 is the license
issuing source, different processing procedures may be
executed. For example, in the second embodiment, the com-
ponent is automatically installed together with the license
being installed. However, in another example, a separate pro-
cess may need to be executed for installing the component.
Thus, the function configuration of the image forming appa-
ratus 20 may be different depending on the license issuing
source.

However, as a common feature to all license issuing
sources, the usage statuses of licenses may be managed with
the use of a storage unit such as the license management table
52. This feature is for preventing a component from being
used beyond the scope of the purchased license.

In consideration of such a situation, if the first embodiment
is implemented without any modification, there may be a case
where a component is used beyond the scope of a license.
Specifically, in the issuing source information storing unit 82
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of FIG. 5, issuing source information relevant to the same
input product key “1111111111” is recorded in the first and
second rows. The model information in the first row is “A”
and the model information in the second row is “B”. The
issuing URL of the first row is the URL relevant to the license
management server 50A, and the issuing URL of the second
row is the URL relevant to the license management server
50B. Thus, the issuing source of the license relevant to the
input product key may differ depending on the model of the
image forming apparatus 20 that is the install destination of
the license. It is assumed that the number of licenses (volume
number) relevant to the product key is “1”.

Under the above circumstances, it is assumed that a license
relevant to the product key “1111111111” is installed in the
image forming apparatus 20 of model B. As a result, in the
license management server 50B, it is recorded that the license
relevant to the product key is being used. The number of
licenses corresponding to the license is “1”, and therefore no
more than one license based on this product key is allowed to
be installed.

However, in the license management table 52 of the license
management server 50A, the status of the license is “check
in”. Thus, assuming that a process of installing the license
relevant to the product key in the image forming apparatus 20
of model A is performed, the license is installed in the image
forming apparatus 20, although it is not supposed to be
installed.

In order to prevent such a situation, every time the a license
is issued, the respective license management servers 50 may
report to each other the product key of the issued license.

Specifically, the license management server 50 that has
received a license usage request inquires the license source
determining device 80 about the issuing source information
relevant to the product key specified in the usage request. The
license management server 50 specifies the issuing-source-
use product key included in the issuing source information
and reports that the license has been issued, to another license
management server 50 relevant to the issuing source infor-
mation returned from the license source determining device
80. The license management server 50 that has received the
report sets the status of the license (corresponding to one
license) relevant to the issuing-source-use product key speci-
fied in the report, to be in a used status. Accordingly, the usage
status of the license can be synchronized among the respec-
tive license management servers 50. Consequently, it is pos-
sible to prevent a situation where a component is used beyond
the scope of the license.

Furthermore, when the respective license management
servers 50 are administered by different administration enti-
ties, it may be difficult to establish a mechanism for exchang-
ing information between the respective license management
servers 50. In consideration of such a case, the following
processing procedures may be executed.

In step S109 of FIG. 4, the issuing source information
providing unit 81 of the license source determining device 80
returns all issuing source information items relevant to the
product key specified in the request to acquire issuing source
information (step S106). That is to say, as to the issuing
source information to be returned, there is no limit based on
the model information.

In the device management apparatus 10 that has received
the issuing source information, the selecting unit 114
instructs execution to the respective license install processing
units 12 corresponding to the issuing source information
items. That is to say, the target of execution instruction is not
limited to a single license install processing unit 12. Thus,
plural license install processing units 12 perform the process
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of installing licenses in parallel. However, the install destina-
tion of the license is the particular image forming apparatus
20 that is selected in step S102 of FIG. 4. Accordingly, when
the model of the image forming apparatus 20 is A, the image
forming apparatus 20 can perform communications with the
license install processing unit 12 A, but not with license install
processing units 12 other than the license install processing
unit 12A. Thus, the license is successfully installed only in the
license install processing unit 12A. Meanwhile, the other
license install processing units 12 have already received issu-
ance of the license from the corresponding license manage-
ment servers 50. Therefore, it is recorded in the respective
license management servers 50 that the license relevant to the
same product key is in a used status. Consequently, the usage
status of the license can be essentially synchronized among
the respective license management servers 50.

According to an aspect of the present invention, a license
install support system and a license install support method are
provided, which are capable of appropriately mitigating the
workload of installing licenses, even when there are plural
license issuing sources.

The present invention is not limited to the specific embodi-
ments described herein, and variations and modifications may
be made without departing from the scope of the present
invention.

The invention claimed is:

1. A license source determining device comprising:

an issuing source information storage device configured to

store association information that contains issuing
source information including issuing source identifica-
tion information of license data for each piece of license
identification information of the license data used by an
electronic device for determining whether activation of a
first program is allowable; and

at least one processor that executes a second program con-

figured to implement an issuing source information pro-
viding unit configured to acquire the issuing source
information corresponding to a first piece of the license
identification information specified in an acquisition
request in response to the acquisition request of the
issuing source information from a license install support
device connected via a network by using the issuing
source information storage device, and to return the
issuing source information to the license install support
device.

2. The license source determining device according to
claim 1, wherein the at least one processor that executes the
second program is configured to further implement:

areceiving unit configured to receive input of the first piece

of license identification information used for receiving
the license data used by the electronic device for deter-
mining whether the activation of the first program is
allowable; and

a license install processing unit configured to acquire the

license data corresponding to the first piece of the
license identification information from a first license
management device associated with the issuing source
information among a plurality of license management
devices connected via the network, and to send the
license data to the electronic device.

3. The license source determining device according to
claim 2, wherein

the issuing source information includes a second piece of

license identification information corresponding to the
first license management device relevant to the issuing
source identification information included in the issuing
source information, and

5

10

15

20

25

30

35

40

45

50

55

60

65

18

the license install processing unit acquires the license data
corresponding to the second piece of license identifica-
tion information from the first license management
device.

4. The license source determining device according to

claim 1, further comprising:

a selection information memory device configured to store
association information indicating association between
plural sets of the issuing source information and the
plurality of the license install processing units, wherein
the at least one processor that executes the second pro-
gram is configured to further implement:

a plurality of the license install processing units each cor-
responding to one of the plurality of license manage-
ment devices, and

a selecting unit configured to select, with the use of the
selection information memory device, the license install
processing unit corresponding to the issuing source
information received by the issuing source information
acquiring unit, wherein

the license install processing unit selected by the selecting
unit acquires the license data from the license manage-
ment device associated to the selected license install
processing unit, and sends the license data to the elec-
tronic device.

5. A license source determining system comprising:

an electronic device for determining whether activation of
a program is allowable;

an issuing source information storing unit configured to
store association information relevant to issuing source
information including issuing source identification
information of license data for each piece of license
identification information of the license data used by the
electronic device for determining whether the activation
of the program is allowable; and

an issuing source information providing unit configured to
acquire the issuing source information corresponding to
a first piece of the license identification information
specified in an acquisition request in response to the
acquisition request of the issuing source information
from a license install support device connected via a
network by using the issuing source information storing
unit, and to return the issuing source information to the
license install support device.

6. The license source determining system according to

claim 5, further comprising:

areceiving unit configured to receive input of the first piece
of license identification information used for receiving
the license data used by the electronic device for deter-
mining whether the activation of the program is allow-
able; and

a license install processing unit configured to acquire the
license data corresponding to the first piece of the
license identification information from a first license
management device associated with the issuing source
information among a plurality of license management
devices connected via the network, and to send the
license data to the electronic device.

7. The license source determining device according to

claim 6, wherein

the issuing source information includes a second piece of
license identification information corresponding to the
first license management device relevant to the issuing
source identification information included in the issuing
source information, and
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the license install processing unit acquires the license data
corresponding to the second piece of license identifica-
tion information from the first license management
device.

8. The license source determining system according to

claim 5, further comprising:

a plurality of the license install processing units each cor-
responding to one of the plural license management
devices,

a selection information storing unit configured to store
association information indicating association between
plural sets of the issuing source information and the
plurality of the license install processing units, and

a selecting unit configured to select, with the use of the
selection information storing unit, the license install
processing unit corresponding to the issuing source
information received by the issuing source information
acquiring unit, wherein

the license install processing unit selected by the selecting
unit acquires the license data from the license manage-
ment device associated to the selected license install
processing unit, and sends the license data to the elec-
tronic device.

9. A non-transitory computer-readable medium containing
instructions that when executed by a computer cause the
computer to perform steps of:

receiving input of a first license identifier used for receiv-
ing license data, the license data being used by an elec-
tronic device for determining whether activation of a
program is allowable;

sending, to a license source determining device connected
via a network, an acquisition request specifying the first
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license identifier for acquiring issuing source informa-
tion including issuing source identification information
of the license data;

receiving the issuing source information returned from the
license source determining device; and

using a license install processing unit to acquire the license
data corresponding to the first license identifier from a
license management device relevant to the issuing
source information included among plural license man-
agement devices connected via the network, and to send
the license data to the electronic device.

10. A non-transitory computer-readable medium contain-
ing instructions that when executed by a computer cause the
computer to perform steps of:

receiving an acquisition request of issuing source informa-
tion from a license install support device connected via
a network;

acquiring the issue source information corresponding to a
first license identifier specified in the acquisition request
by using an issuing source information storage unit and
returning the issuing source information to the license
install support device; and

storing association information into the issuing source
information storage unit associated with the issuing
source information including issuing source identifica-
tion information of license data for each license identi-
fier of the license data used by an electronic device for
determining whether activation of a program is allow-
able.



